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 CYBER FRAUD AWARENESS 

   STOP • THINK • VERIFY • STAY SAFE 

🚨 BE ALERT! YOUR MONEY, YOUR IDENTITY, YOUR RESPONSIBILITY. 🚨 

Cyber fraudsters use fake calls, SMS, emails, WhatsApp messages, websites, and social 

media to steal your money and confidential information. 

 NEVER SHARE YOUR CONFIDENTIAL INFORMATION 

 OTP 

 ATM / Debit Card PIN 

 UPI PIN 

 Mobile Banking Password 

  CVV & Card Details 

 Login Credentials 
 

 

  Remember: Bank officials will NEVER ask you to share your OTP, PIN, password, 

CVV, or UPI PIN. 

🚨 BEWARE OF THESE COMMON FRAUDS 

 Fake KYC Updates – Do not click links asking you to update KYC or prevent 

account suspension. 

 Phishing Links – Never open suspicious links received through SMS, email, 

WhatsApp, or social media. 

 Fake Customer Care – Verify customer-care numbers only through the Bank's 

official channels. 

 UPI Scams – You do NOT need to enter your UPI PIN to receive money. 

 Remote Access Scams – Never install unknown apps or allow anyone to remotely 

access your device. 

 

✅ FOLLOW THESE SIMPLE SAFETY TIPS 

 Use Bank's official mobile banking application for Banking services. 

 Never click on unknown or suspicious links. 

 Set strong, unique passwords and change them periodically. 

 Avoid conducting banking transactions on public or unsecured Wi-Fi networks. 



 Never share OTPs, PINs, passwords, or card details—even if the caller claims to be a 

Bank employee. 

 Regularly check your account and card transactions. 

 Immediately report any suspicious transaction to the Bank. 

🚨 SUSPECTED FRAUD? ACT IMMEDIATELY! 

📞 Call 1930 – National Cyber Crime Helpline 

🌐 Report at the National Cyber Crime Reporting Portal 

 
 


